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F O rW ar d i During the course of this presentation, we may make forward-looking statements
regarding future events or plans of the company. We caution you that such statements

L O O k I n g reflect our current expectations and estimates based on factors currently known to us
and that actual events or results may differ materially. The forward-looking statements

St at e m e n tS made in the this presentation ére peing made a's of.the time and dajte of its live
presentation. If reviewed after its live presentation, it may not contain current or

accurate information. We do not assume any obligation to update
any forward-looking statements made herein.

SO/

In addition, any information about our roadmap outlines our general product direction
and is subject to change at any time without notice. It is for informational purposes only,

O and shall not be incorporated into any contract or other commitment. Splunk undertakes
no obligation either to develop the features or functionalities described or to include any
such feature or functionality in a future release.

Splunk, Splunk>, Turn Data Into Doing, The Engine for Machine Data, Splunk Cloud,
Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in the
United States and other countries. All other brand names, product names, or

trademarks belong to their respective owners. © 2020 Splunk Inc. All rights reserved.
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Cloud Migration + New Digital Applications
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Cloud Native 22| Mgt EHA|
Organizations strive to increase velocity, agility and responsiveness
Re-Architect /

Lift & Shift | Re-Factor | Cloud-Native
O OO OGO
Cloud Managed e.g. RDS, Cloud First Architecture
DynamoDB, SaaS .
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Primarily using More Modular, but Loosely Coupled Microservices,
Cloud laaS Dependent App Components and Serverless Functions
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Observability 2 2 unknown unknowns = = A EfX| ZAf, S &1

Monitoring Observability

Find the unexpected
and explain why
it happened

Keep an eye on things
we know can
go wrong
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Splunk
Observability
Cloud

Full-Stack Visibility & Context-Rich Insights
splunk>

Metrics Traces
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Splunk Observablllty Cloud

S2t2E H|O|E|2 SHAo| XS 93 ¢ Saas MH|A
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Splunk APM

Splunk Infrastructure

Splunk RUM Monitoring

= Observability (Alpha)

....................

Documentload  XHRFetch Navigation

UserActivity =~ Pagess  DocumentLoad (P95]

Operating Syste... P95Latency  JSErrors

.....

Pageloads ~  Browsers  Frontend Errors
xxxxxxxx
aaaaaaaa

Splunk Log Observer Splunk On-Call
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Infrastructure .

EC2 Instances

Q E] DASHBOARDS | INFRASTRUCTURE = ALERTS CATALOG  INTEGRATIONS ORGANIZATION HELP  What's New®

SNS Topics
AutoScaling Groups

Monitoring

ELB Load Balancers

ElastiCache Clusters
AANZEAEZ|Q HEE!
= L —— o — 1 Cloud Foundry
SILIIILSISS SIS SIS SIS SIS, S ;ﬂ:?:mm

ALERTS Services CLOUDFRONT DISTRIBUTIONS — ECZ INSTANCES ELASTICACHE RDS INSTANCES  5QS QUEUES
Coud Controller

Diego # Distributions | sm Total Requests/interval | am Total Downloade:
Logging

e On-prem & hybrid-/multi-cloud s e A A
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e Kubernetes & Z4H|O|H{ 2 L|HZ oss

a
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less BE|142 me
e Serverless S s e S—
E2MVTGBFUFFI81 :
Kubernet _ E37PO332XU1TNB
ubernetes E270NWBJ92VISW
H I A : E1CCTAASVWISXE
o 200 O:I 7H EI E O|_ I: EE e _ E37PO332XUTTNB

Kubernetes Nodes E17)PZIYDDELI
Kubernetes Pods Wed 02 Aug 2017 03:25:00 pm Wed 02 Aug 2017 03
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e Full-stack A 22 A

e NoSample™ full-fidelity
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(UserName, TransactionID,
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7|E APM Egj|0] & 4 Splunk APM E2|0| A HEA|
> S} YE EgojA 2 > BE Egojx F 4
Head-Based Sampling Full fidelity tracing

Byte-Code
Agent

Microservices Microservices

START TRACE END TRACE ACE END TRACE
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S p I u I l k 0 Incidents ~ Timeline  Reports  Users Teams Integrations  Alert Settings Madrigal Electromative

Home = Incident #234422

aws Critical: The ELB subshot-subsite has no healthy hosts. Threshold Crossed: 1 datapoint [1.0
O n - ( a I I (11/05/18 11:51:00)] was not less than the threshold (1.0)

Al _ﬁ—ohl_ Ol_l Al Elj E % EH 9'_ o Alert Details @) Annotalions  Similar Incidents

i Updated 5 minutesago 13 g
Triggered Current Incidents 5 go Yours Enterorise Architect

L— 1
§ o I—I O | _6_d O-I Tln o -r:_\r \ | .?‘.-“. nay want to approach resolving these as a ]
E I I— I=| I:I g Triggered (5), Acknowledged (0)

Add Responders N 1104473 Triggered

Nagios: DiskCheck / dmapp1.prod.acme.com

SIS

o ANHEE HIAO|A AOHE

O EI : Suggested April Campbell, Douglas Viola, Herman Rose,
E_l' _I_ o Responders: Kiera Sophie N #104466 Triggered

Nagios: Database Load / db7.victorops.com

Page additional teams or individuals to join this incident.
Suppert: Primary

Q 6Annotations L\ 1 Alert

Cancel

yort : Primar Sre - Prima:

Q 6 Annotations 1 Alert

o O|SHZtA KO Al Intelligent on-call

o 2 wO|= M L SCHAIZ B

API: cpu.system improves to 54.386 on host named

. Past Incidents
Teams & Escalation Polcies ; ¢ Support  Primary Ste Primary Support : Sec
These incidents happened in the past. They might provide clues around how you can solve this \

o H —_— Front End : Critical, Database : Primary current incident. Laarn mora.
o CINEHE AtZ BN} 2|2 E

#104462 Triggered

e Okta, JIRA, MS Teams & YA e —

o 2Z3t=l Mobile X| €

C
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Splunk
Log Observer

10 seconds per column

E —
DevOps = ¢t T

Fields /
Error Sep 21 09:37:15.834 kube:containe. unknown-host  request error
7 —_— ] e E I_ AH Unknown  Sep 21 09:37:15. kube:containe.. unknown-host Q i /
-LL O E I U I 8 Info Sep 21 09:37:15.812 kube:containe.. unknown-host  Getting supported currencies...
- - — D _I 8 Debug Sep 21 89:37:15.808 kube:containe.. unknown-host  view user cart a containerid /
§ Debug Sep 21 ©9:37:15.808 kube:containe~ unknown-host request started a containerimag
0 Debug Sep 21 kube:containe~ unknown-host request complete a currency /
///////////////////////////// Error Sep 21 ©9:37:15.594 kube:containe.. unknown-host request error a error
# Debug Sep 21 kube:containe.. unknown-host view user cart d host /
9 Debug Sep 21 09:37:15. kube:containe.. unknown-host request started d host.hostnam¢
= XI. = E H=H AL El 8 Debug Sep 21 09:37:15.064 kube:containe.. unknown-host  request complete @ hostname /
HH T Al HH r E-I = Error Sep 21 ©9:37:15. kube:containe. unknown-host request error a httpreqid
| I 1 - - = I I (@] a httpreqmethc
§ Debug Sep 21 kube:containe.. unknown-host serving product page ttp. l /
# Debug Sep 21 kube:containe.. unknown-host request started a httpreq.path
H # Debug Sep 21 kube:containe. unknown-host  request complete # httprespbyte:
Designed for DevOps use cases e e
§ Debug Sep 21 kube:containe.. unknown-host request started # http.resptook
0 Debug Sep 21 ©9:37:14.567 kube:containe. unknown-host request complete a id
H T Error Sep 21 09:37:14.564 kube:containe~ unknown-host  request error @ index
L Ive Tal I § Info Sep 21 kube:containe. unknown-host Getting supported currencies. d k8scluster.na
# Debug Sep 21 kube:containe.. unknown-host view user cart A k8s.container.
Error Sep 21 ©9:37:14.192 kube:containe~. unknown-host request error A k8s.namespac
§ Debug Sep 21 ©9:37:14.199  kube:containe.. unknown-host serving product page d k8s.pod.name
POWe red by S p I u n k # Debug Sep 21 ©9:37:14.189 kube:containe— unknown-host request started d k8s.pod.uid
# Debug Sep 21 ©9:37:14.062 kube:containe.. unknown-host request complete d label_app
0 Debug Sep 21 ©9:37:14.057 kube:containe.. unknown-host adding to cart # linecount
§ Debug Sep 21 ©9:37:14.057 kube:containe.. unknown-host request started a logEvent
§ Debug Sep 21 4.040 kube:containe.. unknown-host request complete a4 message
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-15m v Monitoring ~ app +

__I|_7—I|-I 234 _6D-I O-” EH_O|:|- End'tO' Highest Pago Load (Past 8 Hours)
End, Full-Fidelity 7tA| 4
2t

* Front-end ‘852 A|&£HC=
_j|<_&|| E Ll E_I Eo_l Documen tload  XHRFetch Navigation M

SO N NN NN

) P95 P95
P90 P90 P90
Ps0 ) User Activity ges Document t Load (P95) F S Endpoint Latency (P95)
Operating Syste... P95 Latency JS Errors S 295ms L
t 2 3.24s
L 3 I 2 2.34s
1 1.50s
| oH 1 159ms
o Page Loads rowser Frontend Errors F Endpoint Errors t
XHR Fetch
& Fotie 49 6
o 2 AF2 X} OH|0|E = 2
] — o (no data) 1
1
0
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| Thursday, September 24

Incident #115 - TRIGGERED




= Observability

-15m v Monlt% - l app +

Highest Page Load Last 8 Hours (P90)
http://demo.o11yk8s.int.Jab0.signalfx.com/cart

804ms 4 -804ms

User Behavior
Page Loads

Front End Application

P95 Page Load
Console Errors

Backend Endpoints
P95 Latency

Errors

Alerts

212

558 4 +558

1.62s ++1.62s

3 143

44.63s 1 +4463s

P95 Latency
by country

53.53s
905ms
814ms
553ms

+ - reset

User Activity

http://demo.o11y.k8... .lab0O.signalfx.com/cart

http://demo.o11y.... int.lab0.signalfx.com

http://demo.o11yk8s.int.l..
http://demo.o11y.k8s.int.l...
http://demo.o1 1y k8s.int.l...

Page Loads

unidentified
Chrome ... 0.4183.102

som/product/66VCHSJNUP

3
2
signalfx.com/cart/checkout 2
2
m/product/TYMWWN1N4O 1

Browsers

554

(]

Document Load (P95) Pages

http://demo.o11y.k8s.... znalfx.com/cart/checkout 1.72s
http://demo.0o11y.k8s.i... m/product/66VCHSINUP 1.03s
http://demo.o11yv.k8... lab0.signalfx.com/cart 870ms
http://demo.o11y.... intlab0.signalfx.com 727ms
http://demo.o11yk8s.i...product/TYMWWN1IN4O 635ms

Frontend Errors eV

http://demo.o11y.k8... .lab0.signalfx.com/cart 3

L Ay

2
%ﬂ JiS

Endpoint Latency (P95)

{cart/checkout
/

[cart

Endpoint Errors

/
fcart

[cart/checkout

"

Endpoints

53.53s
1.39s
510ms

Endpoints

o © o



Observability

-15m ~ All  frontend:/cart/che Services  Tags Clear All
Monitori Business Workfiow
onitorin
E frontend:/cart/checkout
L Error
Error Rate (All Services)
_678ms ’@
Sl A 0.67/s Errors
-’Q_ - Galactus.Postgres:98321
|
oon" 2/5 = P\ [
A AN A
7'69'ms R e VJ{\' \!\M ‘UA‘A/'\A.A “f \J u JVV\J
& cartservice 941us.___’ 42710 PM 4:42:10 PM
S TODAY TODAY
s O redis-cart:6379 Error Sources
," sms~
7 emailservice i
; NN i Ii | 537
18408 T N R
/ checkou1$ebﬂoe “436ms,,_ | wmmmnn 436MS L atency
s '-‘ N Latency (P90) By Service
." ". \ paymentservice ButtercupPayments
3 ZT.S - 345ps productcat...
U _956ys ‘.' ‘.“ 436ms Buttercup
------ 20.86s -~ .
@ “. h 42710PM
fronteh """ ’O“"‘-"%ZW ==
External Client '
\ recommendationservice
\ \ &uctcatalogservice
=~ 01 3 w— Y g
.

(i) show Legend

shippingservice

661ps shippingse
4:42: 10 PM

934us

Top High-Latency Tags

(

HTTP Method: POST Environment: production

1lil Teg Spotlight



( 4:33

< Incident #115 /)

Detector- 2090612 - Checkout: Low
Checkout Completion Rate

Summary Alert Details  Stakeholders Annotations Tit

ACKNOWLEDGED
Triggered on Sep. 24 at 4:32 PM

05:03:25

Timesince detection

Alert Conditions Explore in Observability

'CRITICAL

Checkout: Historical Anomaly_Latency

Exploration View 5hr

Responders &+
Acknowledged: Jenny Baker
Team: Checkout: Primary

\ /)

N e




Monitoring Troubleshooting Business Workflow
frontend:/cart/checkout
Z Error
Error Rate (All Services)
_.=-678ms” "~ ’@
- 2= Galactus.Postgres:98321 04/s 0.67/s Ertors
'_,---b L 0:2/s J\rp .
769ms Yool | W I Sy va“\nj
/. cartservice S4s._.p 08 T 0PM 4:4210 PM
4 TODAY TODAY
ll
A - > O Error Sources
ks 5ms ~
’ - < - ') .
A 5 emailservice paymentservice
I | (0 5
1}405 h T r\vq\ ~438m 2%
. c eckou‘&se\\ ce s-—-p{( ) }----- ~ Latency
) IR
ir M Latency (P90) By Service
,' ‘. N 7 paymentservice ButtercupPayments -
’ \ s
’ --» ' 2"18 3455 productcat..
;  956ps \ s ippi
A P ' . 436ms shippingse..
2 . > 500ms
CEr Y currencyservice ‘ 437ms Buttercup..
v \
----- 20.86s5- P Q K /e r NJW 661,z Paymentse..
S o ¥ 427:10PM 44210PM  934ys cartservice
\ =i PO----‘QSZ ps ==p TODAY TODAY
frontend 1
ExternalClient \\ .
. recommendatlonservlc:a ' Top High—Latency Tags
N X re
~
R < '\( productcatalogservice

‘-913;.19" 8ms

S
.
Y
~
~
e 2

shippingservice

¥ ShowTraces (i) Show Legend

11l Tag Spotlight

HTTP Method: POST  Environment: production




Observability

-15m v All  frontend:/cart/che Services  Tags Clear All
ioniton e Business Workflow
onitor| Troubleshooting
2 frontend:/cart/checkout
< Error
Error Rate (All Services)
678ms ’E]
P J 0.67/s Errors
-’O, = Galactus.Postgres:98321
s |
il
769ms S8 M ! W/\/\. \f \ MM
4 cartservice S41ps, ___ ’ 4:2T:10PM 4:42:10 PM
l’ TODA TODAY
'/ redis-cart:6379 Error Sources
," e O
s emailservice pay e
” INIn! ] || 837
1_s.isos . i 2 Lat
0 checkoutgekvice “436ms,,,. wesanne 436Ms = ¥ ency
LN Latency (P90) By Service
’ L)
," "' paymentservice ButtercupPayments
2 e .'. - 345ps productceat...
s —"gws 3 436ms Buttercup
;L currencyservice 437ms paymentse...
------ 20.86s --)@ 5 (01— 661ps shippingse
5  427:10PM 4:42:10 PM 9345 |
fronteh Ty O "¢ Faer- ioton L
External Client '
\ recommendationservice & Top High-Latency Tags
\ “. uctcatalogservice

\—913;13-—”!‘{

.

(©) Show Legend

shippingservice

ilil Tag Spotlight
HTTP Method: POST  Environment: production



Observability

-15m v All  frontend:/cart/che...  Services Tags Clear All

Monitoring Troubleshooting

Tag Spotlight Service | paymentservice v Requests/Errors Latency X
© Requests 753
© 1) Errors (Root) 570(570)

\ \ / \ \ ’)‘ .‘\ ’// J ; /” \ y — A f [ [
T T T a == T =i o ) o= ) 1 > T e - T ) — = v
Endpoint S Environment " HTTP Method x Kind X
Req Er  Root Req Err  Root Req Err  Root
grpc.hipstershop.PaymentService/Charge 753 570 570 production 632 570 570 SERVER 753 570 570
development 61 0 0
staging 60 0 0
No Matched Values
Operation 7 tenant.level n version X Workflow X
= = = = Er__ Root Req  Emr Root _Req Err__Root Reg  Em Root
grpc.hipstershop.PaymentService/Charge 753 570 570 silver 282 215 215 v350.10 5§70 570 570 frontend:/cart/checkout 753 570 570
bronze 241 181 181 v350.9 183 0 0
gold 230 174 174




Observability

@ -15m ~

4+ & trace_id = 24685589db624f25 Clear All

© A4SEvents Visual Analysis
30 seconds per column
40
. Il DEBUG
ERROR
| ' 1 | 1 1 — 1 1 1 1 1 1 [ 1 1 B nFo
4:33PM 4:34 PM 4:35PM 4:36 PM 4:37 PM 4:38PM 4:39 PM 4:40PM 441 PM 442 PM 443 PM 444 PM 4:45PM 4:46 PM 447 PM 4:48 PM
Thu Sep 24
2020
SEVERITY TIME & SOURCETYPE HOST MESSAGE Fields Q
# Info Sep 24 16:39:03.238 kube:containe.. 1ip-10-4-100-1. order placed
8 Info Sep 24 16:39:03.190 kube:containe.. ip-10-4-100-1.. [ShipOrder] completed request { Q Find field
# Info Sep 24 16:39:03.190 kube:containe.. 1ip-10-4-100-1.. [ShipOrder] received request
# Info Sep 24 16:39:03.168 kube:containe.. 1ip-10-4-100-1.. Transaction processed
d amount.currency_code 1 BV
# Info Sep 24 16:39:02.244 kube:containe.. 1ip-10-4-100-1.. PaymentService#Charge invoked with request {"amount":{'"currency_ code":"CAD","units":"3356","nanos":127731090}, "credit_c.. 2
amount.nanos 58
8 Info Sep 24 16:38:56.717 kube:containe.. 1ip-10-4-100-1.. payment went through (transaction_id: 36eaddel-e712-48ba-b221-fScdb329a6b@) - :
amount.units - RV
§ Info Sep 24 16:38:56.624 kube:containe.. 1ip-10-4-100-1.. Charging through ButtercupPayments
# cardNumberEnding 1 v
# Info Sep 24 16:38:56.072 kube:containe.. 1ip-10-4-100-1.. order confirmation email sent to "someone@example.com" d
d cardType 1 v
# Info Sep 24 16:38:39.164 kube:containe.. 1ip-10-4-100-1.. Charging through ButtercupPayments i
a container.id 45 v
# Info Sep 24 16:38:39.164 kube:containe.. 1ip-10-4-100-1.. PaymentService#Charge invoked with request {"amount":{"currency_code":"CAD","units":"3356","nanos":127731090},"credit_c.. . :
d containerimage.name 45 v
§ Error Sep 24 16:38:31.232 kube:cont%ﬁe.. ip-10-4-100-1.. Failed payment processing through ButtercupPayments: Invalid API Token (test-20e26e90-356b-432e-a2c6-956fc@3f5609) ah
ost 45 v
§ Info Sep 24 16:38:24.506 kube:containe.. 1ip-10-4-100-1.. Charging through ButtercupPayments
d host.hostname 45 v
8 Info Sep 24 16:38:18.527 kube:containe.. 1ip-10-4-100-1.. Charging through ButtercupPayments
d hostname b v
8 Info Sep 24 16:38:18.527 kube:containe.. 1ip-10-4-100-1.. PaymentService#Charge invoked with request {"amount":{"currency_ code":"CAD", "units":"3356","nanos":127731090},"credit_c.. o 5
ttp.req.i 23
§ Error Sep 24 16:38:18.115 kube:containe.. 1ip-10-4-100-1.. Failed payment processing through ButtercupPayments: Invalid API Token (test-20e26e9@-356b-432e-a2c6-956fc@3f5609) ok cbat e
ttp.reg.metho 2 v
§ Info Sep 24 16:38:17.750 kube:containe.. 1ip-10-4-100-1.. PaymentService#Charge invoked with request {"amount":{"currency_ code”:"CAD","units":"3356","nanos":127731090}, "credit_c.. a'h s "
ttp.req.pa 2 v
§ Error Sep 24 16:38:14.493 kube:containe.. 1ip-10-4-100-1.. Failed payment processing through ButtercupPayments: Invalid API Token (test-2@e26e90-356b-432e-a2c6-956fc@3f5609) a dp 98
index 45 v
§ Error Sep 24 16:38:12.840 kube:containe.. 1ip-10-4-100-1. Failed payment processing through ButtercupPayments: Invalid API Token (test-20e26e9@-356b-432e-a2c6-956fc@3f5609) I
d k8s.cluster.name 45 v
§ Error Sep 24 16:38:12.749 kube:containe.. 1ip-10-4-100-1.. Failed payment processing through ButtercupPayments: Invalid API Token (test-20e26e90-356b-432e-a2c6-956fc@3f5609)
- d k8s.container.name 4 v
§ Info Sep 24 16:38:11.762 kube:containe.. 1ip-10-4-100-1.. Charging through ButtercupPayments
d k8s.namespace.name 45 v
# Info Sep 24 16:38:11.761 kube:containe.. 1ip-10-4-100-1.. PaymentService#Charge invoked with request {"amount":{"currency_code":"CAD","units":"3356","nanos":127731090},"credit_c.. a ka d
s.pod.name 45 v
# Info Sep 24 16:38:10.850 kube:containe.. 1ip-10-4-100-1. Charging through ButtercupPayments e P Ao
S.pod.u 45 v
# Info Sep 24 16:38:10.850 kube:containe.. 1ip-10-4-100-1.. PaymentService#Charge invoked with request {"amount":{"currency_code":"CAD","units":"3356","nanos":127731090},"credit_c.. lab ':
d label_a 45 v
# Info Sep 24 16:38:09.039 kube:containe.. 1ip-10-4-100-1.. Charging through ButtercupPayments =0PP
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Real-time monitoring of service
health & performance

Full-fidelity NoSample visibility
Infinite cardinality exploration

Al-driven directed
troubleshooting for shortest
MTTR
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— Real-time monitoring significantly reduced the MTTR on production from
five minutes to seconds

— More complex data analytics + better metrics correlation
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https://medium.com/nikeengineering/how-nikes-digital-transformation-is-monitored-3c0799b3e443
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splunk> HOME
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SPLUNK OBSERVABILITY

E n d _to - E n d Try Splunk Infrastructure Monitoring Free for 14 days
Observability .

Get insights into your applications and infrastructure in
real-time with the help of the monitoring, analytics and ( Next )
response tools of the Splunk Observability suite

Choose where you'd like your account hosted
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